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WITSA, GIIC AND INTERNET SOCIETY OF CHINA HOSTS SUCCESS WORKSHOP ON CLOUD COMPUTING AT THE FIFTH MEETING OF THE UNITED NATIONS INTERNET GOVERNANCE FORUM (IGF)
For the fifth year in a row, WITSA and the Global Information Infrastructure Commission (GIIC) jointly hosted a workshop as a part of the Internet Governance Forum (IGF) on September 14-17, 2010. WITSA and GIIC also partnered with the Internet Society of China in organizing this event. 
In Vilnius, Lithuania, the workshop, “Engendering Confidence in the Cloud – Addressing Questions of Security and Privacy in Developed and Developing Countries”, was focused on the emerging issue for the IGF – cloud computing.  With nearly 100 people in attendance for the workshop, the interaction between the panel and audience was robust and engaging -- reflecting the importance of the issue at this time.
The workshop was intended to examine the question of TRUST into the cloud, and as such how this impacts cloud computing adoption in the developing world. 

The panel was a broad group of multi-stakeholders presented at the workshop – civil society, the business community, and this with representatives of developing countries and all major geopolitical areas in the world (Africa, US, China, Europe). Our panel included:
· Mr. Jeff Breugemann, Vice President for Public Policy, AT&T;

· Mr. Wilfried Grommen, General Manager and Regional Technology Officer for Central and Eastern Europe, Microsoft;

· Mr. Waudo Siganga, National Chairman of the Computer Society of Kenya; 

· Ms Coura Fall, Senegalese Information Technology Association; 

· Mr. John Morris, General Counsel and the Director of the "Internet Standards, Technology and Policy Project, Center for Democracy and Technology;

· Mr. Lu Jianfeng, Vice President, Qihoo 

The discussion started with the definition of cloud computing and quickly moved to the risks (data protection; privacy of data; law enforcement requests and risk to free speech) and rewards (save money; shorter time to market; increase reliability; greater innovation and competition) from Cloud Computing for both users and providers.

The panel focused a good deal of attention on the big “promise” is that Cloud computing could enable the creation of a truly single market for digital services on a global base or in specific geopolitical areas.  
The second major issues addressed in the workshop was solving the sovereignty discussion around cloud computing. Which jurisdiction will rule in cases of dispute, or digital crime?
Despite the diversity in background of the panel, there was significant agreement on these issues.  Namely, that a good strategy to combat digital crime requires strong deterrence through criminal and civil enforcement; a legal framework that encourages cooperation and information-sharing between the public and private sectors; and the ability for law enforcement in different jurisdictions to team up and exchange information globally
To addres the challenge of online crime, there needs to be cconsistent rules governing access to and jurisdiction over user content and data which currently can be conflicting from nation to nation; a  multilateral framework to address this situation.

The panel discussed many different options here including a new international trade agreement; a treaty of some sort; or focusing on just trying to address cloud computing without trying to resolve the larger issue of harmonizing ALL data protection and privacy concerns.  Panelists saw a role for the IGF is facilitating this framework.
Coura Fall, from Senegal, raised the possibility of convening a multistakeholder workshop/study for African countries interested in cloud computing to address the unique challenges of developing the understanding and confidence to embrace this technology. 
Lu Jianfeng, from China, provided the workshop with clear example of the technology currently being used there to address some of the risk issues for cloud users.  He also shared statistics which suggested that 88% of Chinese computer users could be using cloud computing within 2 years – up from 45% now.

From a users perspective, there was the clear call for transparency on security and privacy.  Issues raised in this discussion included: privacy and security practices of cloud providers often are not transparent to the user; ensuring users receive more & better information from cloud providers about how their data will be stored, processed and made available; and cloud providers should engage with other relevant stakeholders, such as consumer groups and data protection regulators, on how best to educate users on privacy and security matters. 

On this last point of engaging stakeholders, it was suggested that this could be a self regulatory process, facilitated by IGF
Most questions from the audience focused on the next steps needed to provide the level of confidence and assurance users need to take full advantage of the opportunity that cloud computing provides.  Issues raised included:
· Include the protection of IP as a focal point, as software from small SME’s will be deployed on these platforms. What are their IP rights and the protection of it;
· What happens in case of bankruptcy of cloud providers;
· Security and privacy compared to what?  It often means the actual “privacy and security” measurements are less up-to-date for on premises software than for cloud providers;
· Can governments show the necessary political will to reach an international agreement on sovereignty and data protection; 
· Will governments allow their sensitive data to be stored outside the country? Or are private government clouds going to be the de facto deployment model?
As a feedback into the IGF process, the engaging debate within the panel and with the audience seemed to arrive at three suggested take-aways for the IGF:
1. IGF should be analyzing the best instrument to deal with a multilateral framework governing access to and jurisdiction over user content and data; 
2. IGF should do a specific workgroup or study to analyze the feasibility of cloud deployment within Africa; and

3. IGF could enable, contribute to create a set of agreed “Transparency in Cloud Computing” principles – principles designed to ensure that users are able to make informed decisions when selecting their service provider.
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