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Introduction

Convergence is coming of age. Since the days that organizations first discovered they could run
the software products of different vendors on the same computer, the information technology
industry has been pulled in the direction of integration, interoperability and interconnection at all
levels of the economy.

Telecommunications and technology are merging. Convergence is blurring the distinctions
between wireline voice, cellular, cable and data networks. In this new environment, if information
can be digitized it can be delivered when and where it s needed. Next Generation Networks
deliver voice calls, video streams, website visits and more through the same device on a
transparent network.

This white paper considers what the evolution to Next Generation Networks (NGN) may mean to
the marketplace. Attention focuses on five trends fundamental to understanding this process and
its implications:

Greater delegation of control from the center to the edge of the network

The proliferation of multi-access, multi-use devices

Always-on, anywhere, ubiquitous communications

The rise of Internet Protocol (IP) networks further decoupling of what type of data gets
transmitted from how this happens

e Future challenges and public policy issues

As this list suggests, market forces and technology innovations will shape the Next Generation
Networks. These are largely evolutionary in nature, playing out over the course of years. These
advancements, however, will not take place in a vacuum. Public policy decisions may have an
immediate impact, and so critical issues here must also be considered. Dominating the
discussion are security, privacy, spam, competition policy, spectrum availability, and standards.
How society deals with these challenges will determine whether the NGN is indeed able to reach
its fullest possible potential.

Meanwhile, users are likely to enjoy a variety of new services and lower costs for existing
products. Increased IT productivity, the combination of once distinct products, and industry
consolidation could cause a digital deflation, reducing IT spending and employment.



At the Edge

Perhaps the most fundamental consequence between the dedicated networks of the 20" century
and converged, Next Generation Networks is the delegation of centralized control to service
providers and consumers at the edge.

Control is a critical component of networked environments. Control determines who is authorized
to receive what files and data. Control directs how and how well traffic flows over the
network. Control decides whether computers and other intelligent devices are available to
perform given functions and in what order the work gets done.

In the past, organizations centralized control functions because that was the way IT vendors
designed their technology to work, customers gained important economies of scale, and the
approach matched the top-down, headquarters to field office decision-making operation of most
organizations.

As the cost of processing power, data storage and high-speed transmission has plummeted, the
benefits of centralized control have evolved. Companies have begun to appreciate the dividends
gained by moving some traditional data center and network operations center functions to the
edge of the network. What does this mean? Different things to different people.

To the network engineer, moving control to the edge means balancing traffic before contention
becomes congestion. To the security manager, this trend means centralizing policy and
procedure decisions about who should have system access but actually authenticating network
users locally for faster performance. To the program manager, pushing control out to the edge
might mean creating collaborative workgroups around the world with group members sharing
common network privileges, resources and prioritized levels of service.

Suddenly, instead of a static situation in which a central hub serves fixed network nodes, the
network itself becomes a dynamic structure, capable of changing in real time. In this new realm,
the possibility exists that all functionality can be delivered regardless of the device used or the
geographic location of the individual using it. Work conducted at the edge could entail a team on
a business trip using a mobile node to exchange files and other information between hand held
devices, tablets and intelligent cell phones. Lifestyle activities could include a mom or dad
emailing home a reminder to walk the dog from a jetliner 37,000 feet in the air.

Edge activities will not always involve people. Machine to machine communication will make up a
significant part of next generation traffic. Warehouses automatically restocking their own
inventory, automobiles scheduling their own maintenance and repairs, refrigerators ordering
groceries, and gas and electric meters sending billing information directly to the power company
are just a few of the possible activities when physical and logical control of communications
moves to the edge of the network.

In this environment, the integrity of the network and its application will depend on authentication
of users. The increase in the number of applications and services relying on the network makes
verification essential. Already some of the nuisances that users experience on IP networks, such
as spam or viruses, result from the ability of some users to misrepresent their identity. As even
more sen1$itive applications rely on NGN networks, better more reliable authentication will be
required.

"1 1Pv, short for "Internet Protocol Version 6". IPv6 is the "next generation" protocol designed by the Internet Engineering
Task Force to replace the current version Internet Protocol, VP8, reflects one approach to improve authentication.



Enabled by technology, existing nets are
being converged into an IP environment...
both fixed and wireless....

multiple services IP_Everywhere... network infrastructure

using multiple networks

Services
®_ 00

xisting and newly

“ 5 emerging services

Multi-Service
Backbone

Wireline

Wireless 1
Access 4

Access 4

M T2 7 i
Access Transport & Switching Networks g

@ PSTN/ISDN

B

The Proliferation of Multi-access,
Multi-use Devices

Driving this devolution of power are the demands placed on the networks by a wildfire
proliferation of multi-access, multi use devices already underway. Communications devices have
come a long from the days of the plain black phone, which were, in every respect, a part of the
central telephone network. They were hard-wired to the network; originally provided, installed,
and maintained by the telephone company; and only the telephone company could decide what
devices to provide, and at what price. They also offered very limited capabilities at very high user
costs. The explosion of new network devices from iPods playing gigabytes of music to mobile
telephones doubling as cameras reflects a significant change.

The ripple effect of IP-enabled devices is nothing short of astonishing. The future holds the
promise of exponential growth not only in addressable computers but also automotive vehicles
and handheld devices, machinery, sensors, home appliances, pallets and cases and other
consumer items linked to the Internet. IDC anticipates that by 2009, over 30 million U.S. wireless
subscribers will be consuming commercial video/TV content and services over wireless devices.

The ability of equipment to be multi-functional is also increasingly required by the
telecommunications operators themselves. It enables them to save on operational costs as
equipment is managed from a single platform. Also, the physical space and hence costs that are
saved with multi-functional equipment is a critical factor.

2 http://www.idc.com/getdoc.jsp?containerld=prUS00126705



As devices proliferate, convergence means that discrete functionality are blurring. A major
instance of this trend will be the collision of personal digital assistant (PDA) devices and cell
phones. While today some PDAs allow cell phone calls, and some cell phones have embedded
PDA intelligence, convergence will revolutionize the consumer experience. Both types of devices
will adopt the best features and functions from each platform. These devices, in turn, will not
discriminate between different networks, but rather allow users to move seamlessly between
cellular and digital Wi-Fi infrastructures. Similarly entertainment devices, such as gaming
consoles, can also be used for voice communications.

The role of device diversity on the NGN will not be limited to handing calls from cell towers to
WiIMAX networks and back again. Other forces are rapidly expanding the capabilities of
intelligent devices. For instance, today s cell phone customer may be more interested in voice
than data service, leaving available data applications like instant messaging and photo file
sharing to the kids. Tomorrow, however, priorities may change, with functions like groupware and
videoconferencing making an important difference, particularly to road warriors and
telecommuters.

Other intelligent devices will more likely be a facet of the workplace than the home. Radio
Frequency Identification (RFID), for example, is helping transportation companies move cargoes
through ports and inspection stations with speed and efficiency. RFID involves tagging items with
transmitters that broadcast unique identification numbers and other data to scanners near by.
Organizations often use RFID for inventory control and other supply chain applications, primarily
as a way to wring cost out of business operations. Future RFID applications could include patient
tagging at hospitals to improve the handling of medical records, reduce mistreatments and
improve the quality of care’; the incorporation of RFID technology into credit cards for on the fly
payments at fast food drive-ins, retail stores and other venues; and the management of waste-
treatment and hazardous chemical facilities to monitor, record, track and understand inventories
and respond better to spills.*

Always on, Anywhere: Ubiquitous Communications

Future networks will become much more pervasive, but also more flexible, more transparent and
offer a more consistent experience than ever before. A user at the edge will expect an
unprecedented ability to connect wherever and however is most convenient, and will not be
concerned with which network is being accessed.

Nomadicity is another description of the Always on, Anywhere phenomena. Leonard Kleinrock
coined the word to describe how an increasingly mobile workforce uses portable computing
devices as well as constant access to the Internet and data on other computers. According to
Kleinrock, nomadic computing creates a consistent experience for users anywhere in the world.’

Part of solving this equation is simply the availability of broadband service, whether by cable
modem, DSL, fixed wireless, satellite or other means. Broadband household market penetration
has reached a level of mass-market penetration to support the introduction and adoption of next
generation services and applications.

As of the end of 2004, the top broadband providers accounted for over 33.2 million high-speed
Internet subscribers, according to the Leichtman Research Group, Inc. By August of 2004, U.S.
broadband penetration through these networks continued its steady growth past 50 percent
among active Internet users. Broadband grew to 51.42 percent of active Internet users on high-
speed connections at home, while 48.58 percent of U.S. home users dial into the Internet with

® RFID: The Way of the Future? The Sunday Business Post, June 5, 2005

* RFID Lets NASA Monitor Hazardous Materials Information Week, January 10, 2005

® Kleinrock, L., "Nomadicity: Anytime, Anywhere In A Disconnected World", Invited paper, Mobile Networks and
Applications, Vol. 1, No. 4, January 1996, pp. 351-357.



connections of 56Kbps or less. Back in 2001, only one in ten households with broadband
availability actually subscribed to a broadband service.

Unlike traditional wireline telephony, broadband communications do not require distinct call
lengths that can be metered for billing and signaling purposes. A single broadband connection
can accommodate multiple uses simultaneously. More often, it can be left in a stand-by mode,
awaiting use to begin again, and so is Always on.

Other technological innovations are helping to complete the solution. IP networking, for instance,
provides a common environment for internetworking. Innovations such as Multi-Protocol Label
Switching (MPLS) add a greater degree of predictability and reliability to IP networks. MPLS
provides IP networks with a level of service quality like that found in circuit switched networks,
allowing backbone network operators to provide high value IP services to customers at the
network edge.

An Always On, and always
connected world
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Figure 2
The Rise of IP Networks

Underlying these phenomena is the fundamental shift in the nature of networks, the transition to
Internet Protocol. This change has been growing over time, as services riding over current
existing networks, such as circuit-switched telephony communications, shift to packet-based
systems.

Many existing applications are still programmed for delivery over one particular network and are
therefore unavailable to devices accessing other infrastructures. Those services will increasingly
be shifted to an IP network.

Looking across a large sample of applications over a large number of networks, there are more
similarities than differences in the types of support required (e.g., billing, security, setting up
connections, signaling protocols.) Thus, as the number of supported applications increases, it



becomes quite inefficient to provide specialized mechanisms for session control, connectivity
control, middleware, signaling, interworking, etc. Indeed, since the touchstone of IP networks is
their interconnected and open nature, maintaining proprietary mechanisms for these functions
cannot be rooted in any claims to efficiency but rather in unrelated considerations, such as
maintaining network exclusivity.

The widespread popularity of IP networking is critical to realizing the potential of Next Generation
Networks. IP networks operate with a standards-based series of communications rules that
specify how devices on networks exchange files. IP networking allows anything that can be
broken into digital bits (voice, data, music, video) to be transmitted from Point A to Point B.

Previously, specialized network protocols were used to perform specialized communications
functions. As a result, network integration (connectivity and file sharing between dissimilar
networks) could be difficult, time-consuming and costly. IP networking represents the
convergence of many otherwise isolated communications networks to a unified packet switching
based approach, supporting both current and emerging services.

The power of IP networks can be traced to several sources, including the rise and spread of the
Internet, the customer expectation that network solutions will provide interconnection; the
standards based approach to network protocols that supports interconnectivity for multiple,
dissimilar communications networks; the incorporation of functionality enabled by IP into most
digital devices; and the introduction of IP to the wide area network infrastructure, allowing high
speed networks to carry multiple file types cost-effectively over long distances.

The next-generation network seamlessly blends the public switched telephone network (PSTN)
and the public switched data network (PSDN), creating a single multiservice network. Rather
than large, centralized, proprietary switch infrastructures, this next-generation architecture pushes
more central-office (CO) functionality to the edge of the network. The result is a distributed
network infrastructure that leverages new, open technologies to reduce the cost of market entry
dramatically, increase flexibility, and accommodate both circuit-switched voice and packet-
switched data.

This changes the position of a network operator relative to their application. Pre-NGN network
communications applications were more likely to be delivered in a dedicated fashion, as a result
the application and network seemed largely synonymous with each other. As a result customer
choice was limited to specific network operators and their proprietary applications. In concept,
NGN should let end users access multiple applications from numerous edge providers over
multiple networks transparent to those applications. Needless to say, network operators have
every incentive to thwart this loss of control to edge providers. Thus, policy makers must make
sure that end users can choose from among multiple competing network providers, to ensure that
market dominance at the network level is not exerted into the markets for applications and
services riding atop the network.



Figure 3

Impact on Services and Offerings -

Currently the most common consumer example is the of broadband provider’s triple play offering
of telephony, video and high speed Internet in a single bundle. Once a consumer establishes an
initial broadband connection with a network, the incremental cost required to provide each new
service is far less than the cost of providing any of these single services.

However, the broadband triple play reflects just a starting point for the potential convergence of
services. For example, there a few technical impediments in integrating mobile phone service
with a broadband. This would allow stationary consumers near a broadband connection to use
their mobile devices to tap that network with their mobile devices, rather than using the more
expensive mobile network. Similarly video on demand services could let consumers bypass
required packages of cable channels, and instead buy only the content they want in an ala carte
fashion.

Anticipating which new services will flourish over Next Generation Networks is a challenge — and
a business opportunity. A partial list of other services include:

IPTV or Internet Protocol Television - Video programming could be delivered using a two-way
digital signal that is sent through a switched telephone or cable network through a broadband
connection. A set top box programmed with software could handle viewer requests to access
a variety of media sources.

Call Waiting — Users maintaining an Internet connection can be alerted to an incoming call via
a desktop window. Various options regarding call acceptance are possible.



