
 
 

June 2006 
 

 

Health Care and Information and Communications 
Technologies:  Challenges and Opportunities 

 
 
INTRODUCTION 
 
Most countries are at some stage of health sector reform to try to provide 
expanded and equitable access to quality services while reducing or at least 
controlling the rising cost of healthcare. Health reform processes have many 
facets and there is no single model being adopted by all countries.  However, 
ICTs have the potential to make a major contribution to improving access and 
quality of services while containing costs. Improving health involves improving 
public health and medical programs designed to provide elective, emergency and 
long-term clinical care, educating people, improving nutrition and hygiene, and 
providing more sanitary living conditions. These in turn ultimately involve massive 
social and economic changes, as many health challenges go well beyond the 
health sector.  
 
The health sector has always relied on technologies. According to the World 
Health Organization,1 technologies form the backbone of the services to prevent, 
diagnose and treat illness and disease. ICTs are only one category of the vast 
array of technologies that may be of use. Given the right policies, organization, 
resources and institutions, ICTs can be powerful tools in the hands of those 
working to improve health.  
 
The methods people use to communicate with each other have also changed 
significantly. Mobile telephony, electronic mail and videoconferencing offer new 
options for sharing perspectives. Digital technologies are making visual images 
and the voices of people more accessible through radio, TV, video, portable disk 
players and the Internet, that change the opportunities for people to share 
opinions, experience and knowledge. This has been coupled with steps to 
deregulate the telecommunications and broadcast systems in many countries, 

                                                 
1 WHO, 2004. eHealth for Health-care Delivery: Strategy 2004-2007. Geneva: WHO 
www.who.int/eht/en/EHT_strategy_2004-2007.pdf.  
 
 



which open up spaces and platforms, such as community radio, for increased 
communication,  
 
A recent World Bank report2 notes, “Reliable information and effective 
communication are crucial elements in public health practices. The use of 
appropriate technologies can increase the quality and the reach of both 
information and communication. On one hand, the knowledge base is about 
information, which enables people to produce their own health. On the other 
hand, social organizations help people to achieve health through health care 
systems and public health processes. The ability of impoverished communities to 
access services and engage with and demand a health sector that responds to 
their priorities and needs, is importantly influenced by wider information and 
communication processes, mediated by ICTs.”  
 
For the purposes of this paper,  it is helpful to define ICT and health care.  We suggest 
using the following definitions:  
 

• ICTs are defined as tools that facilitate communication and the processing and 
transmission of information and the sharing of knowledge by electronic means. 
This encompasses the full range of electronic digital and analog ICTs, from radio and 
television to telephones (fixed and mobile), computers, electronic-based media such as 
digital text and audio-video recording, and the Interne.  

 
• E-health is an emerging field of health informatics, referring to the organization and 

delivery of health services and information using the Internet and related technologies. In 
a broader sense, the term characterizes not only a technical development, but also a new 
way of working, an attitude, and a commitment for networked, global thinking, to improve 
health care locally, regionally, and worldwide by using information and communication 
technology. 3 

  
 
Health Care Information Technology Opportunities 
 
In addition to containing costs, advanced information technologies furnish health 
care providers with the opportunity to improve patient care by streamlining 
clinical processes and creating a seamless flow of information. Currently, health 
care providers use paper-based records to record a patient’s receipt of health 
care services. Unfortunately, the use of such records leads to the inadequate 
documentation of the care-giving process, a severe disruption in the flow of 
patient related information, and a substantial delay in the delivery of health care 
services. Advanced information technologies - such as computer-based patient 
records, portable computers, and expert information systems - alter this situation 
by providing clinicians with real-time access to patient information at the point of 
care. 

                                                 
2 World Bank 2006. Connecting People, Improving Health: the Role of ICTs in the Health Sector 
of Developing Countries. 
3 World Bank 2006. Connecting People, Improving Health: the Role of ICTs in the Health Sector 
of Developing Countries, pp 5-6. 



 
Categories of Technological Solutions 
 
Advanced information technologies have the ability to restructure the health care 
industry’s data collection mode from a “collect many times, use once” system to 
that of a “collect once, use many times” arrangement. Some of the leading 
information technology developments that will assist health care organizations in 
achieving their objectives are in the following areas: 

 
•  Computer-based Patient Records – A digitized compilation of all 

clinical and administrative information relating to the care of a single 
patient.  The term electronic health records (EHR) and electronic medical records 
(EMR) have come to be used interchangeably.   While all these acronyms refer 
to the same concent, “EHR” implies broader funsctions and features, which 
include the “EMR” components.  Such e-records are convenient for patients and 
doctors alike and can significantly reduce medical errors and help track public 
helth problems.  
 

• Data Warehousing – The storing of vast amounts of clinical, financial, 
and operational information in an integrated decision support database 
that provides immediate easy access to health care practitioners. 
 

• Document Imaging – The process of scanning and storing images 
that are pictures of a paper form. The electronic image has the ability 
to be shared and accessed more readily by clinicians and 
administrators in various geographic locations. 
 

• Internet Solutions – Internet and Intranet developments allow 
providers to integrate clinical and financial information from numerous 
sites without having to invest in enterprise-wide systems. 
 

•  Expert Information Systems – Every health care organization has a 
series of rules that are instrumental to the delivery of care for that 
particular enterprise. Clinical decision support systems apply these 
rules in order to assist physicians in the administration of health care 
services. 
 

• Telemedicine – The use of information technology to deliver medical 
services and information from one location to another. 



Barriers to Implementing Health Care Related Information 
Technologies 
 
Technological Barriers 
 

• Lack of Industry Standards 
Technological barriers, such as the health care sector’s lack of general 
adoption of industry standards, are often cited as a significant obstacle to the 
widespread use of advanced information technologies. A standard is a clearly 
defined and agreed upon convention for the operation and behavior of specific 
computing functions, formats, and processes. The majority of standards 
developed within the health care industry are classified into two basic categories 
– proprietary or consensus standards. Proprietary standards are standards that 
emerge after a single vendor acquires a large enough share of the market for a 
particular product. Consensus standards, in comparison, are standards that are 
developed by committees including: payers, providers, employees, the medical 
community, and government officials. 
 
The successful exchange of electronic information is contingent upon the use 
of recognized standards to ease the flow of information among various operating 
systems. Without industry-wide standards, advanced information technologies’ 
ability to speed up transactions through the elimination of human involvement is 
lost. In the past some have suggested that the sector’s failure to organize a 
centralized industry group to promote the use of data standards is the primary 
reason that the industry has been slow to invest in emerging information 
technologies. On the other hand, the rapid emergence of the Internet as a 
medium for networked communications resolves the need to agree on many 
types of communications protocols and allows for many types of interfaces. 
 

• Administrative Simplification 
 Administrative simplification is the establishment of standards for the electronic 
transmission of certain types of information. Specifically, the adoption of 
standards for the identification of individuals, employers, health plans, and 
providers within the health care system. In addition, there is a need for standards 
for security, electronic signatures, and the transmission of specified financial and 
administrative information. 
 
 
Human and Social Barriers 
 
In addition to the previously mentioned technological barriers, there also exist 
human and social barriers that have to be addressed prior to the health care 
industry’s widespread adoption of information technologies. The health care 
industry’s use of advanced information technologies to complete administrative 
and financial transactions meaningfully alters the institution’s traditional norms 



and practices. Advanced information technologies require physicians to develop 
a minimum level of computer proficiency. Simultaneously, the adoption of 
computer-related technologies asks patients to accept substantive changes in 
the way medical information is maintained and stored. To ensure widespread 
adoption, the health care information technology community will have to address 
both physician and patient concerns. 
 

• The Need to Protect the Privacy, Security, and Confidentiality of 
Computerized Information 

 
Many patients believe that the electronic transmission and storage of patient 
related information places the integrity and confidentiality of such information in 
serious jeopardy. Individuals who subscribe to this school of thought assume 
that the increased storage and transmission of information will encourage and 
create increased opportunities for the illegal interception and misuse of such 
information. To address these concerns, health care information technology 
companies will have to ensure that information networks provide the desired level 
of privacy, security, and confidentiality. 
 
The protection of privacy and confidentiality interests will require IT 
companies and health care providers to work together to ensure that 
information will only be shared among authorized personnel directly associated 
with the delivery of patient services. Protecting security interests, on the other 
hand, mandates that information will be protected from unwanted loss, 
modification, and dissemination. Both of the above interests can be adequately 
addressed through the establishment of firewalls or other practices that limit a 
health care provider’s ability to access information based upon his or her job 
specific responsibilities. 
 

• Physicians and Nurses Inexperience in Dealing with Advanced 
Information Technologies 

 
The implementation of advanced information technologies within the health 
care sector significantly alters the organizational culture of the industry. 
Advanced information technologies require physicians and other health care 
practitioners to move beyond an environment accustomed to documenting 
administrative and clinical information in a paper-based format – and into one 
that supports the seamless flow of information. This is a “human” transition that 
other industries adopting information technologies have encountered and 
overcome. 
 
In order to persuade health care organizations to invest the necessary sums 
to establish computer networks, IT companies will have to first convince 
physicians and other health care practitioners that the utilization of information 
technologies can vastly improve the efficiency, convenience, and quality of health 
care services delivered. To address efficiency and convenience concerns, IT 



companies will have to develop technologies that are user friendly and provide 
physicians with the ability to find information more quickly. In order to convince 
physicians that information technologies will improve the quality of services 
delivered, companies must convince doctors that the use of computer-related 
technologies will have a positive direct effect on patient care. 
  
 
Political and Legal Barriers 
�

The widespread adoption of IT by the health care industry is also limited by 
political and legal constraints. Governments maintain a great deal of 
responsibility over the regulation of health care providers. Unfortunately, many of 
these governments use this authority to enact legislation and establish regulatory 
schemes that do not fully appreciate ensuing technological advances. For 
example, certain regulations may require health care providers to maintain 
patients’ records in a paper-based format. Laws, such as this, retard the 
development of IT and thereby prevent providers from operating in a more cost-
efficient and effective manner. 
�

 
Recommendations: 
 
WITSA suggests that the health care community, information technology 
providers, and government institutions consider ways to make better use of 
information technology resources.  In particular: 
 

• Build on and complement information and communication technologies 
already being used.  No single technology will be suitable for all situations. 
Innovative and creative combinations of old and new ICTs will provide 
added value and new possibilities. 

 
• Ensure a legal and regulatory environment that allows information and 

communication services, innovation and entrepreneurship and free flow of  
 information. To be effective and efficient, the health care industry must 

operate in a digital environment that includes connectivity, commerce, 
community/content and information sites.  

 
• Work with interested stakeholders to identify and address laws that 

forestall the implementation and utilization of health care related 
information technologies such as telemedicine. 
 

• Establish private and public sector partnerships to ensure patient privacy, 
security, and confidentiality concerns are addressed. 

 
• Encourage the development of user-friendly computer-related 

technologies and couple these developments with training and physician 



support services that help facilitate the transition from paper to computer-
based systems. 

 
• Strive to involve physicians and other health care practitioners in the 

development of information technologies by including them at the 
inception of projects and by consistently requesting physician feedback 
and advice. 

 



The World Information Technology and Services Alliance (WITSA) 
 
Algeria Algerian Information Technology Association (AITA); msaidi17@gmail.com  

Argentina Cámara de Empresas de Software y Servicios Informáticos (CESSI) 
URL: http://www.cessi.org.ar / E-mail: camara@cessi.org.ar 

Armenia Armenian Union of Information Technology Enterprises (UITE)  
URL: http://www.uite.org/ E-mail: uite@arminco.com 

Australia Australian Information Industry Association (AIIA) 
URL: http://www.aiia.com.au/ E-mail: aiia@aiia.com.au 

Bangladesh Bangladesh Computer Samity (BCS) 
URL: http://www.bcs-bd.org/ E-mail: samity@dhaka.agni.com 

Benin AP.TIC Benin – The Professionals of Information and Communiction 
Technology Association  URL: http://www.apticbenin.org E-mail: 
contact@apticbenin.org 

Bermuda Business Technology Division of the Bermuda Chamber of Commerce 
URL: http://www.bermudacommerce.com/divisions/business-technology.html; 
info@bcc.bm 

Bulgaria Bulgarian Association of Information Technologies (BAIT) 
URL: http://www.bait.bg/ E-mail: bait@spnet.net  

Canada Information Technology Association of Canada (ITAC) 
URL: http://www.itac.ca/ E-mail: info@itac.ca  

Chinese Taipei Information Service Industry Association of Chinese Taipei (CISA) 
URL: http://www.cisanet.org.tw; E-mail: cisa@mail.cisanet.org.tw 

Colombia Colombian Software Industry Federation (FEDESOFT) URL: www.fedesoft.org 
E-mail: proyectos@cati.org.co  

Costa Rica Costa Rican Chamber of Information and Communication Technologies 
(Camtic) 
URL: http://www.camtic.org/ E-mail: fcartin@camtic.org 

Ecuador Association Ecuatoriana de Tecnologia de Informacion y Servicios (AETIS) 
URL: http://www.aetis.org.ec E-mail: aetis@usa.net 

Egypt Egyptian Information Technology, Electronics and Software Alliance 
(EITESAL) 
URL: http://www.eitesal.org E-mail: moh.fouad@eitesal.com 

Finland Federation of the Finnish Information Industries (TIETOALAT) 
URL: http://www.finnishinformationindustries.net  E-mail: 
info@tietoalojenliitto.fi   

France Syntec Informatique  
URL: http://www.syntec-informatique.fr/ E–mail: ljego@syntec-informatique.fr 

Greece Federation of Hellenic Information Technology and Communications 
Enterprises (SEPE) URL: http://www.sepe.gr / E-mail: sepe@compulink.gr 

Guatemala Software Commission of Guatemala (SOFEX) 



Hong Kong  Hong Kong Information Technology Federation (HKITF) 
URL: http://www.hkitf.org.hk/ E-mail: mok@hknet.com  

Hungary Hungarian Association of IT Companies (IVSZ)  
URL: http://www.ivsz.net/ E-mail: szekfu@ivsz.hu 

India National Association of Software and Service Companies (NASSCOM) 
URL: http://www.nasscom.org/ E-mail: nasscom@nasscom.org 

Indonesia ASPILUKI - Indonesian Telematic Software Association  
URL: http://www.aspiluki.or.id/ E-mail: g_rianto@link.net.id 

Israel Israeli Association of Software Houses (IASH) 
URL: http://www.iash.org.il/ E-mail: software@industry.org.il 

Japan Japan Information Technology Services Industry Association (JISA) 
URL: http://www.jisa.or.jp/ E-mail: info@jisa.or.jp  

Jordan   Information Technology Association - Jordan (int@j)  
URL: http://www.intaj.net/ E-mail: info@intaj.net 

Kenya Computer Society of Kenya (CSK)  
URL: http://www.cskonline.org/; E-mail: csk@nbi.ispkenya.com 

Laos Lao ICT Commerce Association (LICA) 

Lebanon Professional Computer Association of Lebanon (PCA) 
URL: http://www.pca.org.lb/ E-mail: Info@pca.org.lb 

Lithuania Association of the information technology, telecommunications and office 
equipment companies of Lithuania (INFOBALT) http://www.infobalt.lt/ E-mail: 
office@infobalt.lt 

Malaysia Association of the Computer And Multimedia Industry Malaysia (PIKOM) 
URL: http://www.pikom.org.my E-mail: info@pikom.org.my  

Mexico Asociación Mexicana de la Industria de Tecnologías de Información (AMITI) 
URL: http://www.amiti.org.mx/ E-mail: amiti@amiti.org.mx  

Mongolia Mongolian National Information Technology Association; 
badarch@magicnet.mn  

Morocco l'Association des Professionnels des Technologies de l'Information (APEBI); 
http://www.apebi.org.ma/ E-mail: apebi@apebi.org.ma  

Nepal Computer Association of Nepal (CAN) http://www.can.org.np/  
info@can.mos.com.np 

Netherlands ICT~Office URL: http://www.ictoffice.nl/ E-mail: info@ictoffice.nl 

Netherlands Antilles Curacao Information & Communication Association (CICA)  
URL: http://www.cica.an; E-mail: info@cica.an 

New Zealand Information Technology Association of New Zealand (ITANZ) 
URL: http://www.itanz.org.nz/ E-mail: info@itanz.org.nz 

Norway ICT Norway (IKT Norge) / http://www.ikt-norge.no/ E-mail: bt@ikt-norge.no 

Palestine Palestinian IT Association (PITA) 
URL: http://www.pita-palestine.org/ E-mail: info@pita-palestine.org 



Panama Asociación Panameña de Software (APS) http://www.aps.org.pa/ / 
aps@arango.com 

Philippines Information Technology Association of the Philippines (ITAP) 
URL: http://www.itaphil.org/ E-mail: cvparlade@pablaw.com.ph 

Poland Polish Chamber of Information Technology and Telecommunications (Polska 
Izba Informatyki i Telekomunikacji - PIIT) / http://www.piit.org.pl/ Email: 
biuro@piit.org.pl 

Republic of Korea Federation of Korean Information Industries (FKII) 
URL: http://www.fkii.or.kr/ E-mail: grant@Fkii.org 

Republic of  Macedonian Association of Information Technology (MASIT) 
Macedonia URL: http://www.masit.org.mk E-mail: contact@masit.org.mk 

Romania Association for Information Technology and Communications of Romania 
(ATIC)  URL: http://www.atic.org.ro E-mail: atic@softnet.ro 

Russia Russian Information & Computer Technologies Industry Association (APKIT) 
URL: http://www.apkit.ru/ E-mail: info@apkit.ru  

Rwanda  Rwanda ICT Association (RICTA); arugege@artel.rw 

Senegal Senegalese Information Technology Association (SIT’SA)  
www.sitsa.sn / sitsa@sitsa.sn 

Singapore Singapore infocomm Technology Federation (SiTF)  
http://www.sitf.org.sg/ /sitf@sitf.org.sg 

South Africa Information Industry South Africa (IISA) 
URL: http://www.informationindustry.org.za/ info@informationindustry.org.za 

Spain Spanish Association of Electronics, Information Technology and 
Telecommunications Companies (AETIC) URL: http://www.aetic.es/ E-mail: 
aetic@aetic.es 

Sri Lanka Sri Lanka Information and Communications Technology Association (SLICTA) 
E-mail: sg@searcc.org; http://www.slicta.lk/  

Syria Syrian Computer Society (SCS) 
URL: www.scs.org.sy, E-mail: sec@scs-net.org  

Tanzania Tanzania Information and Communication Technologies Association (TICTA) 

Thailand The Association of Thai Computer Industry (ATCI) 
URL: http://www.atci.or.th/ E-mail: Info@ATCI.or.th 

Trinidad & Tobago The Information Technology Professional Society of Trinidad and 
Tobago (ITPS); URL: http://www.itps.org/; E-mail: itps@itps.org  

Tunisia Tunisian IT Chamber (National Chamber of Information Technology 
Engineering and Services Companies – CNS-SSII); URL: 
http://www.ssii.org.tn/; E-mail: info@ssii.org.tn  

Turkey Turkish IT Services Association (TUBISAD) 
URL: http://www.tubisad.org.tr E-mail: tubisad@tubisad.org.tr  

Uganda The Private-Sector ICT Association of Uganda (PICTA) 
URL: http://www.picta.or.ug/ E-mail: info@picta.or.ug 



Ukraine Association "Information Technologies of Ukraine" (IT Ukraine); URL: 
http://www.itukraine.org; E-mail: alex@itukraine.org.ua 

United Kingdom The Information Technology, Telecommunications and Electronics Association 
(Intellect) URL: http://www.intellectuk.org E-mail: info@intellectuk.org 

United States Information Technology Association of America (ITAA) 
URL: http://www.itaa.org/ E-mail: jmcwilliams@itaa.org 

Uruguay Uruguayan Chamber of Information Technology (CUTI)  
URL: http://www.cuti.org.uy/ E-mail: info@cuti.org.uy 

Venezuela CAVEDATOS - Venezuelan Chamber of IT Companies 
URL: http://www.cavedatos.org.ve/ E-mail: cavedato@telcel.net.ve 

Vietnam VINASA - Vietnam Software Association  
URL: http://www.vinasa.org.vn/ E-mail: office@vinasa.org 

Zimbabwe Computer Suppliers' Association of Zimbabwe (COMSA)  
http://www.comsa.org.zw/ / comsa@csz.icon.co.zw 

 


