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BACKGROUND

Radio frequency identification is a subset of a group of technologies, often referred to
as automatic identification technologies, that are used to help machines identify
objects, and which include bar codes and smart cards. RFID refers to the subset of
automatic identification that uses radio waves to identify an object. An RFID system
typically will include a chip attached to the object that contains a number identifying
the object (and perhaps other information) and which is connected to an antenna,
forming an RFID transponder or RFID tag. The antenna enables the chip to
communicate via radio waves to a reader which converts the radio waves from the
chip into a form that can be passed on to computers that store information about the
object to which the tag is attached.

The simplest tags are “passive”—without their own power supply, receiving power
from the electromagnetic waves emitted by the reader which induce a current in the
tag which allows the transmission of the information stored on the tag. Other tags
are “active” containing some form of power supply to broadcast the information to
the reader. Active tags transmit over a much longer range than passive tags—100
feet or more, for instance, compared to under ten feet for passive tags. Tags can be
“dumb” without any capability of processing data on-board or “smart” with such
capacity including the ability to use encryption or authentication systems. Tags can
also be linked with sensors for measuring conditions such as pressure or heat. Tags
can have chips that can be read-write, where information can be added to the tag,
read-only tags or electrically erasable programmable read-only memory where data
can be overwritten using an electronic process.

All the possible differences are reflected in the cost of the chips. Active chips, smart
chips, and read/write chips are all more expensive than their passive, dumb, and/or
read only counterparts. RFID has, until recently, been used only to track expensive
items because of the cost of the chips which, in many cases, has exceeded several
dollars a chip.

The two other critical elements of the system are the readers which interrogate the
chips and receive the identification and other data and the network for the
transmission and storage of information about the objects. Readers vary in the
frequencies that they use to read tags; low frequency readers and tags are cheaper



than ultra high frequency readers and tags, use less power, and penetrate non-
metallic substances better. On the other hand, ultra high frequency tags provide
greater range for the readers and can transfer data faster than their lower frequency
counterparts. Both higher and lower frequency systems have certain advantages
over bar code systems in that they can read objects within their range without line of
sight access; they can also read multiple objects at the same time, unlike the one by
one scanning of objects carrying bar codes. Readers presently cost approximately
$500-$1000 each and, until recently, have generally been able to use only one
frequency to read tags.

A network is required to transmit the data from the readers to databases where
information about the identified object is stored.

These elements are combined into RFID systems which can have very different
capabilities and characteristics, depending on the applications for which they are
used. Because RFID is an infrastructural technology, these applications are virtually
unlimited. Different applications will have different technological and economic
requirements; some applications, for example, will require longer read ranges while
others depend on the tags being only inches away from the readers. Some systems
require highly secure communications between readers and tags while other systems
that use much less sensitive information have lower security requirements.
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RECENT DEVELOPMENTS

Several developments have increased the potential for the pervasive use of RFID and
the creation of what has been called an “Internet for things”.

The most important development is that it has become possible to dramatically
reduce the cost of the chips—something of critical importance if billions and even
trillions of chips need to be attached to objects. While technology advances allow
greater functionality to be achieved on the same size chip, it also allows the same
functionality to be achieved on progressively smaller chips. Tags now being
produced are roughly the size of a grain of rice and cost, it is estimated, between 5
and 10 cents each when produced in volume; even smaller tags are being developed
and with new printing and antenna technologies it is estimated that prices could fall
to a penny a tag or less. At the same time, the costs for readers, and network
transmission and storage are all declining, following the trends common to
information technology products. These price declines, and increases in the
capabilities of RFID system components have provided an exciting environment for
RFID development.



Recognizing these possibilities, and under the leadership of the Auto ID Center at
MIT, (sponsored by a number of manufacturers, retailers, and service providers from
around the world), an RFID system was developed as a “next generation” bar code
system to be used for inventory management and the tracking of goods. Based on
the Electronic Product Code (EPC), this system established open standards for very
small, inexpensive passive chips which would include unique identifiers that could be
attached to all packaged goods—from a soft drink can to a razor to a computer
printer. At the same time the Center developed a system similar to the Internet’s
Domain Name System, which would allow EPC participants to locate where data
about a particular tagged item are stored. Thus rather than having to add memory or
processing to the tag itself—thereby increasing the cost of the tag dramatically--the
amount of information available about the tagged item would be limited only by the
costs of adding information to a database on the network.

The Center also created a “physical mark-up language” based on XML to describe
the physical attributes of objects and oversaw the development of an agreement
about a code for the EPC chips themselves which went beyond the information now
included on bar codes but and included a unique identifier for every object; the
present code space on an EPC chip would allow for a unique identifier, for example,
for every molecule in the universe.

The EPC system’s open standards allowed the competitive supply of small,
inexpensive tags the development of “agile” readers that can utilize more than one
frequency, and middleware that can ease the flow of billions of transactions
generated by reading tags and connecting to databases. When the research phase
of the project was complete, MIT’s Auto ID Center turned over the implementation of
the EPC system to EPCglobal, a joint venture of the Uniform Code Council and EAN
which have overseen the bar code system around the world.

Overall, the EPC system was designed to make the supply chain much more visible,
from manufacturer through distributor to the retail outlet at various points along the
way. Each object could be tracked, and its attributes recorded, with additional details
that might prove useful such as expiry dates, chemical composition of the packaging
etc. Each participant in the supply chain could have access to that information that it
requires such as when the item was shipped, received, where it was stored etc.

Each participant could automate processes using the machine-readable data
replacing today’s manual handling as appropriate. The wide spread deployment of
such a system would allow better inventory management, eliminating excess
production and shipping, reducing inventory on hand, and increasing a retailer’s
ability to make sure that the right items are on the right shelf in the right amount to
meet customer demand. It is estimated that inventories could be reduced 10-30%,
sales increased up to 2% due to reduced out of stock situations, and costs of
monitoring shipping and receiving slashed all along the supply chain. Manufacturers
and retailers both see the potential for use of the system to reduce theft of goods.
And beyond improved access to goods, consumers should eventually have the
benefit of lower prices due to lower costs, faster checkouts, and new information
services linked to the identification of products they select. EPC supporters also
foresee improved processes for returned goods and warranties, better protection
against counterfeited goods and more efficient product recalls.

The potential benefits in the supply chain have led a number of major companies and
governmental organizations to begin requiring the use of EPC systems by their



leading suppliers; within the U.S., Wal-Mart and the Department of Defense have
taken the lead. Implementation of EPC systems at the pallet and case level has
begun, based primarily on the advantages over the present bar code system—
including the ability to read all tags within the reader’s range (including tags on
cases within pallets) rather than requiring line-of-sight access to bar codes, and the
ability to read multiple tags at once as opposed to the bar code’s one-at-a-time
requirement. Standards for a more capable next generation chip have been agreed
to and major steps have been taken to ensure compatibility between EPC standards
and those of international standards organizations.

While considerable progress has been made in developing and implementing this
supply chain oriented system, it is still expensive, complex, and time consuming to
develop the necessary infrastructure and re-engineer existing systems to take
advantage of new capabilities. To gain the maximum benefit all items will need to be
tagged and systems of readers established throughout the supply chain. Even as
prices decline, tags are still far more expensive than bar codes and the technology is
not mature; improvements in accuracy and reliability are necessary to deal with real
world situations where it will be necessary to read tags in the presence of liquids and
metals, where there are likely to be collisions between multiple tags being read at
the same time, and where multiple readers simultaneously obtain data from the
same tag.

Three other applications have also heightened interest in RFID.

Faced with increased concern about the diversion of drugs such as oxycontin from,
and the introduction of counterfeit drugs into, the pharmaceutical supply chain, the
U.S. Food and Drug Administration is exploring the possibility of utilizing RFID
systems for the purposes of tracking and tracing drugs. A number of states have
already required new systems to provide the ‘pedigree” for pharmaceutical products
and it possible that the FDA will require RFID labeling for track and trace purposes
which would bring RFID systems directly into the pharmacy.

In another major development, financial institutions in the U.S. have begun to issue
“contactless” payment cards. Rather than swiping a card’s magnetic stripe through a
reader, the card is held close to a reader with which it communicates by radio waves.
This speeds customers through the check out process. The security measures taken
in these systems reflect the sensitivity of the financial information involved. The
tags embedded in the contactless cards are more expensive and capable chips
allowing for encryption and authentication; the read ranges in the system are much
shorter (1-3 inches) than those used in the EPC systems for inventory control.

A last development worth noting is the growth in the use of RFID in identification
documents. While a number of private sector employers have utilized RFID enabled
identification documents for access control purposes, it was the decision of the U.S.
government to issue RFID enabled passports and other RFID enabled identification
documents that has increased the focus on policy related issues. Unlike supply chain
systems that are designed to track objects, RFID identification documents would
potentially be used to track people; unlike commercial uses of RFID which, due to
commercial competition provide consumers with some ability to make choices about
their use of RFID, governmental uses of RFID technology in identification documents
would be mandatory. The initial U.S. RFID passport proposal was severely criticized
but a series of changes by the U.S, government has led to substantially improved
privacy and security protection.



POLICY ISSUES

Overall, RFID systems are used for four general purposes: 1) to track objects such
as the EPC supply chain management system; 2) to track people such as prisoners,
hospital patients, or even school children; 3) to provide services such as automated
toll-taking systems on highways; and 4) as internal components of other systems
such as in car keys where the RFID system is used to authorize the use of the
specific key to start a specific car. Systems used for these various purposes differ
considerably in, among other things, the cost and sophistication of the components,
the levels and sources of power, the communications protocols and the read ranges
between tags and readers.

A number of important policy issues have been raised by the increasing, and
potentially pervasive deployments of various RFID systems involving, among others,
privacy, security, access to radio frequency spectrum, possible health effects, and
labor practices. Any sophisticated analysis of the public policy implications of an
RFID system will need to look at its specific uses and system characteristics because
systems differ as described above and, most importantly, in the sensitivity of the
information they generate. The principle characteristic that all systems share is the
use of radio frequencies to communicate between tags and readers; these
communications may be subject to unauthorized interception and use including the
reading of tags by unauthorized readers.

Privacy. RFID technology raises privacy concerns when its use enables parties to
obtain information about particular individuals that they otherwise would be unable
or unauthorized to access. Privacy issues are greatest when information generated
by the RFID system is linked with personally identifiable information (PII), such as
linking an individual’s PII with the purchase of a tagged item. In the retail context,
for example, this issue is largely the same as that raised by the linking of customer
purchases with PII through the use of payment cards or customer loyalty cards; the
principal difference is that EPC data would allow PII to be linked to the purchase of a
particular item (this can of soda as opposed to a can of this soda.) In dealing with
these issues, companies can draw upon the policies they have adopted regarding the
use of loyalty card and payment card data. It should be noted that the linking of PII
with data collected through such systems is governed in Europe by the European
Commission’s Privacy Directive requiring notice of the collection, consumer choice
about whether it will be allowed, and rules governing retention, protection, and
access to the linked information. Rules in various countries differ and companies will
have to decide whether to adopt the strictest rules and follow one set of policies and
practices globally or follow different rules in different countries.

The second major privacy issue is the potential use of RFID systems for the purpose
of tracking or targeting individuals. Many devices such as cell phones, GPS receivers,
even credit cards now generate location data; if RFID tags can be associated with an
individual could they similarly provide data useful for tracking or targeting or
developing a detailed profile of that individual? Would it be possible to learn that an
individual, whose identity may even be unknown, is carrying a product that he or she
does not want others to know about—a controversial product or a product which the
bearer might not want to divulge?



The tracking and targeting issues have already been raised by critics and depend on
the RFID tags being readable, for example, after a customer purchases a tagged
item and leaves the retail establishment. Consumers, if they have notice that a tag
is present, could choose not to purchase the item, or could discard or destroy the tag
(in most cases the tag will be on the packaging). The EPC standards even provide for
a “kill” command that would allow for the deactivation of the tag although there are
technical and operational issues that must be resolved if this is to be cost effective..
Technical research is continuing on other means to address the tracking and
targeting issues including the use of blocker tags to prevent unauthorized reading,
encrypting the tags or providing randomized data if the tag is read, requiring some
form of authorization to read the tag, shortening the antenna to reduce the read
range, or ultimately allowing the tags to be turned on or off. Such means however
are likely to raise the costs of the tags. Moreover, some of the most interesting
potential benefits of pervasive tagging, from consumer-oriented uses such as the
facilitation of returns and warranties, to societally desirable uses such as reducing
counterfeited goods, increasing the efficiency of recycling by allowing for automatic
sorting of recyclable goods, tracking toxic materials, or facilitating home health care
monitoring of the elderly depend on the tags remaining readable.

The tracking and targeting issues are certainly present in the case of government
issued identity documents with embedded RFID tags. Because their use is
mandatory nature and because they are likely to include PII, government issuers
should engage in the most careful planning and execution. It is not surprising that
legislative activity at the state level in the U.S. is increasingly targeted at RFID
systems in this area.

Security. There are a number of different aspects of security with respect to RFID
systems. Unauthorized users must not be able to obtain sensitive information or to
track individuals either from interception of the radio communications between tags
and readers, through unauthorized reading of the tags, or via unauthorized access to
the network or the database. In addition, the tags must be secure in that they can
not be easily killed or changed without authorization, spoofed or counterfeited; the
data generated and stored must also be protected from unauthorized amendment.

Individuals are not the only parties interested in the security of the RFID systems
and control over access to information. If manufacturers, distributors, and retailers,
for example, are to rely on the EPC system to enable them to operate a global supply
chain management system, they must be able to rely on the system’s integrity.
Moreover competing manufacturers, distributors, and retailers won't be satisfied
unless they can be sure that their competitors do not have access to information
about their practices and processes that is competitively important. Even those
parties that are not direct competitors are sensitive to this issue; a manufacturer
would not want different retailers that are its customers to be able to use EPC data
to track the manufacturer’s activities with a competing retailer.

The security issues, other than those related to the radio transmissions between the
tags and the readers and the unauthorized reading of tags, are the same as for any
other networked database systems. Recently the Federal Trade Commission has
begun to hold companies liable for failure to provide information security appropriate
to the amount and sensitivity of the information they have accumulated and stored.
In an environment marked by major instances of data leakage and increasing
legislative activity at the state level regarding information security, it will be



important for companies to address foreseeable risks to the security, confidentiality,
and integrity of personal information that they gather. Minimization of the
information stored on the tag would help reduce security risks from the unauthorized
interception of tag to reader transmissions and unauthorized tag reading.

In conclusion, security is a sensitive issue especially with reference to some critical
applications such as electronic contactless payment or identification documents.

Radio Frequency Spectrum. There are several related policy issues involving
access to spectrum.

Presently, RFID operates in unlicensed bands which provide considerable flexibility
but which inhibit the creation of protocols within the band to reduce tag and reader
collisions.

If the use of RFID systems expands as predicted it is possible that additional
spectrum will be needed to prevent undesirable levels of interference within the
frequency bands that are utilized.

At the present time, different frequency bands are used in different geographic
regions for RFID; ifip1] RFID systems such as the global EPC system are to work
seamlessly in a world of global commerce, it will be important that the same bands
be used or that the bands be located close enough together with compatible
operational rules so that there are no problems with interoperability or that system
costs are not raised unduly.

Health effects. The EPC standards and others governing RFID systems, including
their limits on emissions, are in conformance with present standards on exposure to
radio frequency energy. The controversy over the health effects of RF exposure to
cell phones, however valid or invalid, suggests that there is a considerable concern in
the general public about these issues that should be addressed in connection with
pervasive EPC deployment, or intensive use of RFID stand alone or networked
systems in a particular environment.

Labor practices. In many countries local or regional laws govern labor practices.
In certain European countries, for example, the introduction of a technology capable
of measuring labor productivity is a legally required subject of negotiation between
labor and management. Companies that utilize EPC systems will need to examine
the impact of local labor and contract law on their deployment.

Recommendations

It would be highly desirable for RFID systems to operate under a single set of rules
governing the collection, retention, protection, and utilization of information involving
the linkage of personally identifiable information and information generated by the
use of RFID. A great deal of work has been done in this area involving the
development of best practices which should inform the development of company
policies in this area, including the OECD’s Guidelines on the Protection of Privacy and
Trans-border Flows of Personal Data. To that end the following set of principles
should apply:



Individuals should be given notice that RFID technology is being employed in
a commercial or public environment. Products or packaging bearing tags
should be identified by the use of a recognizable logo or identifier on the
product or packaging. A guiding principle is that there should be no hidden
tags.

Customers should be given, and informed of, their choice to remove and/or
discard, destroy, or deactivate RFID tags from the products that they have
purchased.

The public should be able to obtain accurate information about RFID systems
and their applications. In order to create a more informed environment for
the deployment of RFID systems, companies and government should engage
in consumer education about RFID; in particular, companies should provide
consumers with information about post sale applications of RFID so that
consumers can make informed choices about discarding, destroying, or
deactivating the tags.

Companies should disclose their policies regarding any linkage between
personally identifiable information and information generated by the use of
RFID. Such policies should provide for consumer choice about collection of
such information and should cover issues of minimization of collection, as well
as retention, protection, and access to such information.

Companies should implement measures to address privacy, security, and
access to information issues as they design new RFID applications. Making
privacy and security part of the design process is much preferable to having
to retrofit RFID systems.

Companies should establish and maintain information security appropriate to
the amount and sensitivity of the information stored on their systems. Such a
security program should be designed to address foreseeable risks to the
security, confidentiality, and integrity of personal information, and addresses
those risks.

Companies should continue to support the development of technical means
that will offer a greater range of choices for customers regarding RFID
systems.

Companies should take steps consistent with the sensitivity of the information
to protect the radio transmissions between radios and tags from unauthorized
interception and use of information and from unauthorized reading of the tags.
In furtherance of this objective, companies could minimize the information
stored on the tags.

Cooperation with appropriate rules governing operations will be important to
ensure access to sufficient spectrum in appropriate radio frequency bands
worldwide. Such cooperation will make it far easier to ensure the efficient
worldwide deployment of RFID systems with an optimum use of the
radiofrequency spectrum.
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